WikiPrint - from Polar Technologies

Encryption and Decryption test

» Encryption process on Android

ConfigWanager.init("jar://jdigidoc.cfg");

Log. d("despues de:", "ConfigManager.init");
/** signed doc object if used */

Si gnedDoc m sdoc;

m sdoc = null;

/** encrypted data object if used */

Encrypt edDat a m cdoc;

m.cdoc = null;

String
String
String
String
String
String

inFile = null, outFile =
certFile = null;
recipient = null;
keyNanme = nul | ;

carri edkeyNanme =
sld = null;

nul | ;

nul | ;

inFile = str;

outFile = "cifrado. cdoc";

certFile = "/mt/sdcard/ chespirito.crt"”;

/1 agregar el destinatario
try {
if (mcdoc == null){
Log. d("mcdoc == null",
m cdoc =

"y

}

Log. d(" Addi ng recipient",

X509Certificate recvCert

if (recvCert
reci pi ent

Log. d(" Reci pi ent",

if (sld nul 1) {

certFile);
= Si gnedDoc.
&& reci pi ent

I'= null

recipient);

int n=

sld ="ID" + n;

Encrypt edKey ekey = new Encrypt edKey(sld,

m cdoc. addEncr ypt edKey( ekey) ;

}cat ch(Exception e){
Log. d("Error addi ng EncryptedKey: ",

Toast . makeText (get Appl i cati onCont ext (),

I/ ejecutar el cifrado

try {

Log.d("Encrypting file:", inFile + "
File fln = new File(inFile);

/Il create a ddoc internediate file

new EncryptedData(nul |,

null, null, EncryptedData. DENC XM_NS_XM_ENC, Encrypt

readCertificate(new File(certFile));
nul I')

= Si gnedDoc. get CormonNane(recvCert. get Subj ect DN() . get Nane());

m cdoc. get NunkKeys() + 1;

reci pi ent, EncryptedData. DENC_ENC_METHOD RSAl1_5, ke

e. get Message());

e. get Message(), Toast.LENGTH_SHORT) . show();

to: " + outFile);

edDat a. DEN

Nane,

car
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} catch(Exception e) {

m sdoc = new Si gnedDoc( Si gnedDoc. FORVMAT_DI G DOC_XM., Si gnedDoc. VERSION_1_3);

Log. d("Encrypting file:", "paso new SignedDoc");

Dat aFil e df = m sdoc. addDat aFi |l e(new File(inFile), SignedDoc.xm ns_di gi doc13, DataFi|e. CONTEN]

Log.d("Encrypting file:", "paso addDataFile");

byte[] data = SignedDoc.readFile(new File(inFile));

Log. d("Encrypting file:", "paso readFile");

df . set Base64Body(dat a) ;

Log.d("Encrypting file:", "paso setBase64Body");

byte[] inData = msdoc.toXM().getBytes("UTF-8");

Log.d("Encrypting file:", "paso toXM.()");

Log. d("Encrypting file", "Content: " + inFile + " size: "

Log.d("Encrypting file", "DF: " + new String(inData));

+ data.length);

m cdoc. set Dat a(i nDat a) ;

m cdoc. set Dat aSt at us( Encr ypt edDat a. DENC_DATA_STATUS_UNENCRYPTED_AND_NOT_COVPRESSED) ;
m_cdoc. addPr oper t y( Encrypt edDat a. ENCPROP_FI LENAME, inFile + ".ddoc");

m cdoc. set M meType( Encr ypt edDat a. DENC_ENCDATA_TYPE_DDCC) ;

StringBuffer sb = new StringBuffer();

sh. append(fln. get Nane());

sb. append("|");

sb. append(new Long(fln.length()).toString() + " B|");

sb. append("appl i cati on/ unknown|");

sb. append("/" + fln.getName());

m cdoc. addPr oper t y( Encrypt edDat a. ENCPROP_ORI G _FI LE, sb.toString());

/1 m cdoc. addProperty( Encrypt edDat a. ENCPROP_ORI G_SI ZE, new Long(i nData.length).toString());

int nConpressOption = O;

m cdoc. encrypt (nConpressOpti on);

/1 genera el archivo cifrado en /datal/data/ve.gob.cenditel/files

Fi | eQut put Stream f os = openFi | eQut put (out Fil e, Cont ext. MODE_PRI VATE) ;
Log. d("Encrypting file", "antes de escribir archivo " + outFile);
fos.wite(mcdoc.toXM());

Log.d("Encrypting file", "despues de escribir archivo " + outFile);
fos.close();

Log. d("Encrypting file", "despues de cerrar archivo " + outFile);

Toast . makeText (get Appl i cati onContext (), "G frado correctanente: + outFile, Toast.LENGTH SHO

Log.d("Error encrypting file: ", inFile +" - " + e.getMessage());
e.printStackTrace(Systemerr);

[ EMBEDDEL

RT) . show()
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Toast . makeText (get Appl i cati onContext (), e.getMessage(), Toast.LENGTH_SHORT). show();

» Decryption process with jdigidocutil (encrypted file through Android)

aar auj o@me: ~/ desarrol | o/ andri od/ pruebas/ j di gi doc-3. 7/ j di gi doc$ java -jar jdigidocutil-\$\{version\}.jar -cdoc-ifp /tnp/cif
JDigibDoc - 3.6.0.1

Reading config file: jar://jdigidoc.cfg

Readi ng encrypted file: /tnp/cifrado.cdoc

Decrypting to: /tnp/salida. pdf

Using recipient: 0

SAXDi gi DocFact ory: : readSi gnedDocOf Type

Start reading ddoc/bdoc fromfile: /tnp/salida.pdf

Start Element: SignedDoc |nanme: uri:

Start Elenment: DataFile |name: wuri:

Start collecting digest

Al'l ocating buf: 122556 Elenent: DataFile |name: wuri:

Attr: Content Type =' EMBEDDED BASE64'

Attr: Filenane ='LSMDFE. pdf’

Attr: Id =" DO

Attr: MmeType = http://ww. sk. ee/ Di gi Doc/v1. 3. O#'

Attr: Size ='61278'

Attr: xmns = http://ww.sk.ee/Digi Doc/vl. 3. 0#'

Canoni cal i zed: '<DataFile xm ns="http://ww.sk. ee/Di gi Doc/vl. 3. 0#" Content Type="EMBEDDED BASE64" Fi | ename="LSNMDFE. pdf " |d-=
End El ement: DataFile collect: 1

Di gest: DO - 5hnr 2x1Q4PKrj bnkW7K+j zYL/ o= size: 61278

End El enent: SignedDoc collect: O

JDi gi Doc end, tine: 3 sec result: success

An example of a file without xmlIns prefix

<?xm version="1.0" encodi ng="UTF-8" ?><EncryptedData M neType="http://ww. i si.edu/in-noes/ianalassi gnnments/nedi §-types/ap

Dz ANBgNVBAgTBk 11 cmi k YTEPMAO GAL UEBX MGTVWy a\WWRh MREWDWY DVQQKEWh DRUS E
SVRFTDEOVAWGALUECX MFROI EUOkx Lj As BgNVBAMVI UF1d @y aWrhZCBk ZSBDZXJ0
aWZpY2Fj acOzbi BkZWwg ROl EUOkxJj AkBgkghki GOWOBCQEWF2Fj 221 kc2l AY2Vu
Zd 0ZWwiZ29i LnZl MB4XDTEy MDQyNj E2VDUMVIFOXDTEz MDQy N E2 MDUWVIFowg ZYx
Cz AJBgNVBAYTAK 1YMRI WEAYDVQQ Ewl Nb250ZXJy ZXkx EDAOBgNVBAC TBOphbd z
Y28x ETAPBgNVBAO TCENFTk R VEVMMQUAWDAYDVQQL EWWVHSURT STETMBEGAL UEAX MK
@hl ¢3Bpcn 0bz EpMCc GCSqGSI h3DQEJARYaY2hl ¢3Bpcm 0b0Bj ZWskaXRl bC5n
b2I udmnggEi MAOGCSqGS| b3DQEBAQUAA4I BDWAWYgEKA0I BAQDNW KCFNPWACx g
qduuzbMODgUbt 7uSAxdnyLTpZ6P8cf wnber Szq/ 8X2kKTpuzSch2L4+01 4GxAaqu
t d80XJI nKBt cTqYpzMob3H PbEUr 11 +Bbk UQ4JIn4CnE6O0UNY9d4ebTEQy VALCURZ
[ fj napeFppWr J5kQg t RCA bSI 8azP4NCvhh6al r h2JMwW6EAm QTgk2nBt zI DzO
f MYcHuqU31l y2vzLbj +xc+oSevUf t wdoEt UsbogCr XuDnBs EnPNqUacDk+01zj 8
vMAKYBY Tudsf KcGlzgwHt SOcK3neb9XUBgNCLPsZpNnG2t GT3Ff UZTn7zi 6 YRcD2
OFJZ4r O AgMBAAG bz Bt MAWGAL Ud EWEB/ WQCVAAWOWY DVRO PBAQDAg TWVBEGCWCG
SAGGHEI BAQQEAW FoDAeBgl ghkgBhvhCAQIEERYPeGNhI GNI cnRpzni j YXRI MBOG
A1Ud Dg QABBRh W xf HWh GhFk COqKOwkyonr TaTANBgk ghki GOwWOBAQs FAAOCAgEA
Xq9j 6j VCt 7zdwO0AAUpSAdQ MR7bMhUvy3eu+C7omW SZxr g4EYYgnOi | +r gj 9A+0O
OROQcATgMbdnUt Wae4PKgQEUHSt bc8j vVERI DOgx XCDWJBKEXJOUBDgmar 57el 9B
sOSGAY4r KB/ PEsr LUpODf Y+r x DDPoU+R+8FdBz Ul 3QLs gAWPHKbWDL M7 xpriVDi MK
unirckoGn8ri v1FvJ16t 4UJYql sETdRpol r 51yQm+nef Kj i / cgpo6HFQf 0BnTC+G
G7melPW 2Li af 9Y8J+kngp9aX1JHc AX7H7t pgCIKUxcnmdW zORaLj NTz2Kj gcoW

o/ TWQDHGEVNXCZg5bl nmvn4BARNAxaZQVEKp3K6uKI gHIWKF Hwsxf 68xnCOl nW+
nf QAALLs3UbHMBgZj DxQL4a8y 6NCB66RbYBFIRW56aY/ FXxEbZ4gNwk Fi EZOBYxg
hv21gJyBvh89l 2uExyQZn4W Ur TBYI b34804G9Zv XA3Kf k|l G3B+r z+24qLS5i Wi
bsEKQyONnuQB1CTJITSavj bnzZ4gDavCdgXVHneeL YoNLb1YUMSDt 1pENCI8BZR0
n4dQDUQ P8dl gnmpoGKIR1wasxi j b99QnQXDr ++55nATi j n1gcssqYV2c4R1b5G i
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0d I'i O nCNIr 1us1l cr +9vU4Z3qao4okTSQ Vj Snf og=</ X509Cer ti fi cat e></ X509Dat a></ Keyl nf 0><Ci pher Dat a><C pher Val ue>l JnQ}

21 r 7kCKx OmoMui JqTPEWLG/ 5KFgm+10BdP131sMBdYH3DC/ 358206t yi j pglK7wwW
i OMpOddul gl g+x1pdMzl TA761 3g+/ gi 29e8FNgDaSYTONTUD2XAX] eUDQr KDTj MR
kk6gzwQk QuwPDI bbl SZt | uL+JbLDsoPIsYi Sr QXUn1M2c SsOp7bf URCITXHDUY 1GD
37t vk FvJRIUFKKbENN/ xndqHyv P/ GEDTIW.MLA5] X8OLeGLY1vJAe/ vnYXx 3UMHW

us62Tuf DpDgv3l 0Knx8x OA==</ Ci pher Val ue></ G pher Dat a></ Encr ypt edKey></ Key| nf 0><Ci pher Dat a><Ci pher Val ue>My++HduoRKV]

9R/ Mp7e0BkNi 0eBol Sl zTi gpgHr MM cEzc XhQPxf NsLrr TsuTHO60douVNoXzxvg
hR4dv1Dd3QZDAe6x K/ COEQKuki RbVI ys3i 6B9427yFnAHs5Y3d8vLMoHdpeu3W8x
Pw N3QPWjt oSuj sd@y6u/ ZFnyxFalbl gNFdC7vhY/ x AhSRE7nTTHal vimBs45xj | Z
8eX7pyxK56K]j t Bl j ZVWWBZPj FBZECh33t f ef XBycUQOz6MUni / 9zdgnF2Hj f Yi ATkx
af f u3uaKYBKj z6QXcB/ r JFKbJPMa8Ty DZ+SmAeq9gf DOkr Jy3r Lj nl4s4722BUf M
zeclLg01zDa40p5i Tut QZsRODbRznwQ+ swe27xhUr bZj 5Gk86w+OP/ hLN2YEsr j w
BkFsJD4Z1+aBFr vl k9bSr HI FvBqB+Pnr xENCbF3M2mBp9anZz Ndf XA/ nRobHf vG3
6J+t TDMA4sBJyhOd+NgRBcZdSQB/ CF8dmma2gZL+vd sPwf Ki ambi Rs2VznDt Kivk
c1F/ 13t UQ71qnj VgKGDRIYx59JKD30Ox YWBN3TQFUnp Cc59U+4dj WFUE / A3OQTCA8
pSG KNodGEChFt R/ ks8VbqlvgAPOf sOVEXs1Xct gZj | aROTG/NJoP4Y/ i +Ldu+j B
zui kaVOouXnr NO K27Z01 ZS1r eOPoe9496Vx MHFX+f Tr UF7yb877 Ay CSPAENHVCr Y
i nU4cl t | yKnbl y0001VaAnOgi Tl 1j f F4nl Jp6yG5CJlydet 0/ pSkPkXi 7hpX4i BzH
uuUnBvvZdcUz70Sssi ea/ GBNxus2B+EdFI 2LeE8Tg67 SKSQUD/ CpgdCdj 6x8n7gv
FgULBy AMBRv2NUf NBI ug9dQPY99t qYt 3FYTgonet hmB2h89qg1YnYbKoeLXnr | QRx
dSq8CXBcdREHC3zsmXv4cj kr qVQ z6CeGPMyzJbeXJDo0Zt i ZWBf 1x7TCSI 8Ff Y
WWE3FMyl 0EUChO+Zt W 9f KOHIn5Bgt CRVHXc50mJ1 i 81s Pk gvwGraSNodPv40
/ 5Tour 5aPwXMaMI B8 XTKnmk K7xr xk MGCG C6R0q9B6R4VDsj / nevqKpRAQGEF7+G3
SyLr LRSr uz30Whszl gBr sSgi H8Voi ZHLKUOdHgWOk AO7 S+3q2U DAXAIi dgCgTD5S
eqeY]j Bl nf 2dTQ+B6f okeqf zZ1sbFEdj Dnv+Yj AY5i 2aNl hqzl bE4cX7JgNu497Bn
1 zO 27UB51ExbyJ68LvNnDOK3yKpy Mn8KgSOhaYkW GAl 2Q7ulwKd2skyWseKbQ66y
aZu+oouot xMAM_co6dL/ gj ezTpi CWJI LonVi 4Ud6HNk6EXNA] ccNzi QueBEHTO7

OWet 5nW 2D4KWh9+2+gZw==</ Ci pher Val ue></ Ci pher Dat a><Encr ypt i onPr operti es><Encrypti onProperty Nane="Li braryVersio

mDMAt 4/ CE

MHCOq FOUO

">JDi gi Do

java.security.InvalidKeyException?: Key length not 128/192/256 bits

06-19 11:26:29.627: D/dal vikvn{13190): GC_CONCURRENT freed 980K, 52% free 3441K/ 7047K, externa
06-19 11:26:30.967: |/System out(13190): EncryptedData.java: decryptPkcsl2 Decrypting key: 0 with token
06-19 11:26:30.967: |/Systemout (13190): |oading key: Chespirito passwd-|en

06-19 11:26:30.967: 1/Systemout(13190): Key: OK, algorithm RSA
06-19 11:26:31.217: |/System out(13190): Decrypted |en: 255

10

06-19 11:26:31.227: 1/ Systemout (13190): decrypt WthKey: Decrypting 57728 using iv 16 left: 57712

06-19 11:26:31.227: 1/Systemout(13190): deckey pos: 0 = 2

06-19 11:26:31.227: 1/Systemout(13190): deckey pos: 1 = -64
06-19 11:26:31.227: 1/Systemout(13190): deckey pos: 2 = -79
06-19 11:26:31.227: |/Systemout (13190): deckey pos: 3 = 95
06-19 11:26:31.227: |/System out(13190): deckey pos: 4 = -17
06-19 11:26:31.227: 1/Systemout(13190): deckey pos: 5 = 96
06-19 11:26:31.227: |/System out(13190): deckey pos: 6 = 60
06-19 11:26:31.227: 1/Systemout(13190): deckey pos: 7 = 116
06-19 11:26:31.227: 1/Systemout(13190): deckey pos: 8 = 102
06-19 11:26:31.227: 1/Systemout(13190): deckey pos: 9 = 114
06-19 11:26:31.227: 1/Systemout(13190): deckey pos: 10 = -77
06-19 11:26:31.227: |/System out(13190): deckey pos: 11 = 106
06-19 11:26:31.227: |/System out(13190): deckey pos: 12 = 21
06-19 11:26:31.227: |1/Systemout(13190): deckey pos: 13 = -111
06-19 11:26:31.227: |/System out(13190): deckey pos: 14 = 42
06-19 11:26:31.227: 1/Systemout(13190): deckey pos: 15 = 27
06-19 11:26:31.257: |/Systemout (13190): deckey pos: 16 = -57
06-19 11:26:31.257: 1/Systemout(13190): deckey pos: 17 = 22
06-19 11:26:31.267: |/Systemout(13190): deckey pos: 18 = -10
06-19 11:26:31.267: |/Systemout(13190): deckey pos: 19 = 34
06-19 11:26:31.277: |/System out(13190): deckey pos: 20 = -71
06-19 11:26:31.277: 1/Systemout(13190): deckey pos: 21 = -98

2058K/ 2137K, pau

0

ed 3nms+3n
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125
-93
73
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11
-97
99
93
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-36
51
99
11
-14
-120

-117
91
16
54
-5
24
-80
69
80
-1

-78
22
124
-15
-128
75
73
-32
-46
-103
67
115
108
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-96
23
98
44

-113
86
-91
121
-56
59
105
119
-107
60
-111
88
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06-19 11:26:31.587: W Systemerr(13190): ERROR: 111 - ERROR 1llee. sk. di gi doc. Di gi DocException; nested exception i
06-19 11:26:31.597: W Systemerr(13190): ERROR: 112 - ERROR 112j ava.security.lnvali dKeyException; nesteg exceptio
06-19 11:26:31.597: W Systemerr(13190): java.security.|nvali dKeyException: Key | ength not 128/ 192/256 bits.

06-19 11:26:31.597: WSystemerr(13190): ERROR 111 - ERROR 1l1lee. sk. di gi doc. Di gi DocException; nested exception|is:

06-19 11:26:31.597: W Systemerr(13190): ERROR 112 - ERROR 112j ava.security.|nvalidKeyException; nesteg@l exceptio
06-19 11:26:31.597: W Systemerr(13190): java.security.|lnvali dkeyException: Key | ength not 128/192/256 bits.

06-19 11:26:31.597: WSystemerr(13190): ERROR 112 - ERROR 112java.security.|nvali dKeyException; nested exceptijon is:
06-19 11:26:31.607: W Systemerr(13190): java.security.lnvalidKeyException: Key |length not 128/192/256 bits.

06-19 11:26:31.607: WSystemerr(13190): java.security.lnvali dKeyException: Key length not 128/ 192/256 bits.

06-19 11:26:31.607: W Systemerr(13190): at org. bouncycastle.jce. provider.JCEBl ockG pher. engi nel ni t (JCEB|ockGCi pher
06-19 11:26:31.607: W Systemerr(13190): at javax.crypto. G pher.init(C pher.java: 607)

06-19 11:26:31.607: W Systemerr(13190): at javax.crypto. G pher.init(C pher.java:557)

06-19 11:26:31.607: W Systemerr(13190): at ee. sk.xnl enc. Encrypt edDat a. get C pher (Encrypt edDat a. j ava: 1000

06-19 11:26:31.607: W Systemerr(13190): at ee.sk.xm enc. Encrypt edDat a. decr ypt Wt hKey( Encr ypt edDat a. j ava] 1325)
06-19 11:26:31.617: W Systemerr(13190): at ee. sk. xm enc. Encrypt edDat a. decr ypt Pkcs12( Encrypt edDat a. j ava: 1194)
06-19 11:26:31.617: W Systemerr(13190): at ve.gob.cenditel.tibisay. MainActivity.decryptFile(MinActivity.java:578
06-19 11:26:31.617: W Systemerr(13190): at ve.gob.cenditel.tibisay. MainActivity.onActivityResult(MinAc{ivity.jav
06-19 11:26:31.617: W Systemerr(13190): at android. app. Activity.dispatchActivityResult(Activity.java: 39¢8)

06-19 11:26:31.617: W Systemerr(13190): at androi d. app. ActivityThread. del i ver Resul t s(ActivityThread.]avq: 2528)
06-19 11:26:31.617: W Systemerr(13190): at androi d. app. Acti vityThread. handl eSendResul t (Acti vityThread.j ava: 2574)
06-19 11:26:31.617: W Systemerr(13190): at android. app. ActivityThread. access$2000( Acti vityThread. java: 117)

06-19 11:26:31.617: W Systemerr(13190): at androi d. app. Acti vityThread$H. handl eMessage( Acti vi tyThread. j aya: 961)
06-19 11:26:31.617: W Systemerr(13190): at androi d. os. Handl er. di spat chMessage( Handl er. j ava: 99)

06-19 11:26:31.627: W Systemerr(13190): at androi d. os. Looper. | oop(Looper.java: 123)

06-19 11:26:31.627: W Systemerr(13190): at androi d. app. ActivityThread. mai n(ActivityThread.java: 3683)

06-19 11:26:31.627: W Systemerr(13190): at java.lang.reflect.Method.invokeNative(Native Method)

06-19 11:26:31.627: W Systemerr(13190): at java.lang.reflect. Method. i nvoke(Met hod. j ava: 507)

06-19 11:26:31.637: W Systemerr(13190): at com android.internal.os. Zygotel nit $Met hodAndArgsCal | er. run(Zygotelnit.
06-19 11:26:31.637: WSystemerr(13190): at comandroid.internal.os.Zygotelnit.min(Zygotelnit.java:597)

06-19 11:26:31.637: W Systemerr(13190): at dal vi k. system NativeStart. mai n(Nati ve Met hod)

06-19 11:31:23.467: DSntpdient(61): request tinme failed: java.net.Socket Exception: Address family not supported by proto
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