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Encryption and Decryption test

» Encryption process on Android

ConfigWanager.init("jar://jdigidoc.cfg");

Log. d("despues de:", "ConfigManager.init");
/** signed doc object if used */

Si gnedDoc m sdoc;

m sdoc = null;

/** encrypted data object if used */

Encrypt edDat a m cdoc;

m.cdoc = null;

String
String
String
String
String
String

inFile = null, outFile =
certFile = null;
recipient = null;
keyNanme = nul | ;

carri edkeyNanme =
sld = null;

nul | ;

nul | ;

inFile = str;

outFile = "cifrado. cdoc";

certFile = "/mt/sdcard/ chespirito.crt"”;

/1 agregar el destinatario
try {
if (mcdoc == null){
Log. d("mcdoc == null",
m cdoc =

"y

}

Log. d(" Addi ng recipient",

X509Certificate recvCert

if (recvCert
reci pi ent

Log. d(" Reci pi ent",

if (sld nul 1) {

certFile);
= Si gnedDoc.
&& reci pi ent

I'= null

recipient);

int n=

sld ="ID" + n;

Encrypt edKey ekey = new Encrypt edKey(sld,

m cdoc. addEncr ypt edKey( ekey) ;

}cat ch(Exception e){
Log. d("Error addi ng EncryptedKey: ",

Toast . makeText (get Appl i cati onCont ext (),

I/ ejecutar el cifrado

try {

Log.d("Encrypting file:", inFile + "
File fln = new File(inFile);

/Il create a ddoc internediate file

new EncryptedData(nul |,

null, null, EncryptedData. DENC XM_NS_XM_ENC, Encrypt

readCertificate(new File(certFile));
nul I')

= Si gnedDoc. get CormonNane(recvCert. get Subj ect DN() . get Nane());

m cdoc. get NunkKeys() + 1;

reci pi ent, EncryptedData. DENC_ENC_METHOD RSAl1_5, ke

e. get Message());

e. get Message(), Toast.LENGTH_SHORT) . show();

to: " + outFile);

edDat a. DEN

Nane,

car
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} catch(Exception e) {

m sdoc = new Si gnedDoc( Si gnedDoc. FORVMAT_DI G DOC_XM., Si gnedDoc. VERSION_1_3);

Log. d("Encrypting file:", "paso new SignedDoc");

Dat aFil e df = m sdoc. addDat aFi |l e(new File(inFile), SignedDoc.xm ns_di gi doc13, DataFi|e. CONTEN]

Log.d("Encrypting file:", "paso addDataFile");

byte[] data = SignedDoc.readFile(new File(inFile));

Log. d("Encrypting file:", "paso readFile");

df . set Base64Body(dat a) ;

Log.d("Encrypting file:", "paso setBase64Body");

byte[] inData = msdoc.toXM().getBytes("UTF-8");

Log.d("Encrypting file:", "paso toXM.()");

Log. d("Encrypting file", "Content: " + inFile + " size: "

Log.d("Encrypting file", "DF: " + new String(inData));

+ data.length);

m cdoc. set Dat a(i nDat a) ;

m cdoc. set Dat aSt at us( Encr ypt edDat a. DENC_DATA_STATUS_UNENCRYPTED_AND_NOT_COVPRESSED) ;
m_cdoc. addPr oper t y( Encrypt edDat a. ENCPROP_FI LENAME, inFile + ".ddoc");

m cdoc. set M meType( Encr ypt edDat a. DENC_ENCDATA_TYPE_DDCC) ;

StringBuffer sb = new StringBuffer();

sh. append(fln. get Nane());

sb. append("|");

sb. append(new Long(fln.length()).toString() + " B|");

sb. append("appl i cati on/ unknown|");

sb. append("/" + fln.getName());

m cdoc. addPr oper t y( Encrypt edDat a. ENCPROP_ORI G _FI LE, sb.toString());

/1 m cdoc. addProperty( Encrypt edDat a. ENCPROP_ORI G_SI ZE, new Long(i nData.length).toString());

int nConpressOption = O;

m cdoc. encrypt (nConpressOpti on);

/1 genera el archivo cifrado en /datal/data/ve.gob.cenditel/files

Fi | eQut put Stream f os = openFi | eQut put (out Fil e, Cont ext. MODE_PRI VATE) ;
Log. d("Encrypting file", "antes de escribir archivo " + outFile);
fos.wite(mcdoc.toXM());

Log.d("Encrypting file", "despues de escribir archivo " + outFile);
fos.close();

Log. d("Encrypting file", "despues de cerrar archivo " + outFile);

Toast . makeText (get Appl i cati onContext (), "G frado correctanente: + outFile, Toast.LENGTH SHO

Log.d("Error encrypting file: ", inFile +" - " + e.getMessage());
e.printStackTrace(Systemerr);

[ EMBEDDEL

RT) . show()
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Toast . makeText (get Appl i cati onContext (), e.getMessage(), Toast.LENGTH_SHORT). show();

Decryption process with jdigidocutil (encrypted file through Android)

aar auj o@me: ~/ desarrol | o/ andri od/ pruebas/ j di gi doc-3. 7/j di gi doc$ java -jar jdigidocutil-\$\{version\}.jar -cdoc-i
JDigibDoc - 3.6.0.1

Reading config file: jar://jdigidoc.cfg

Readi ng encrypted file: /tnp/cifrado.cdoc

Decrypting to: /tnp/salida. pdf

Using recipient: 0

SAXDi gi DocFact ory: : readSi gnedDocOf Type

Start reading ddoc/bdoc fromfile: /tnp/salida.pdf
Start Element: SignedDoc |nanme: uri:

Start Elenment: DataFile |name: wuri:

Start collecting digest

Al'l ocating buf: 122556 Elenent: DataFile |name: wuri:
Attr: Content Type =' EMBEDDED BASE64'

Attr: Filenane ='LSMDFE. pdf’

Attr: Id =" DO

Attr: MmeType = http://ww. sk. ee/ Di gi Doc/v1. 3. O#'
Attr: Size ='61278'

Attr: xmns = http://ww.sk.ee/Digi Doc/vl. 3. 0#'

Canoni cal i zed: '<DataFile xm ns="http://ww.sk. ee/Di gi Doc/vl. 3. 0#" Content Type="EMBEDDED BASE64" Fi | ename="LSNDF
End El ement: DataFile collect: 1

Di gest: DO - 5hnr 2x1Q4PKrj bnkW7K+j zYL/ o= size: 61278
End El enent: SignedDoc collect: O

JDi gi Doc end, tine: 3 sec result: success

/tnp/cif

E. pdf "

I d=
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